Fraud: Recognize it. Report it. Stop it.
Safety precautions for online banking:
· The easiest way to tell if an email is fraudulent is to bear in mind that we will never ask you for your personal passwords, personal information numbers or login information in an email. 
· When banking online, check the address of any pages that ask you to enter personal account information. In the toolbar at the top of the page any legitimate Internet banking web site will begin with 'https' to indicate that the page is secure. 
· Look for the padlock on your screen. If the page is legitimate, by clicking on the padlock, you can view the security certificate details for the site. A fraudulent site will not have these details. 
· Type in our web address yourself to ensure you are transacting with our server. 
· Check your bank and credit card statements regularly and carefully to ensure that all transactions are legitimate.
ADDITIONAL TIPS TO HELP AVOID INTERNET FRAUD:
MemberDirect© is Radius Credit Union’s Internet banking product. This service provides access to your Radius Credit Union accounts, allowing you to perform banking transactions from home, work or other locations. Because you are accessing your account via the internet, other people (hackers and fraudsters) may also potentially access your information if you do not follow some safeguards to prevent access to your personal banking information. 
Use the highest security channels available on the internet browsers. Radius Credit Union uses 128-bit SSL (Secure Socket Layer). If the computer that you are using to access your MemberDirect© account is less than this security feature (such as a 40 bit or 56 bit SSL) you need to upgrade your browser before using our Internet Site. The longer and more complex the “key” is, the stronger the encryption. The 40/56 or 128 bit SSL refers to the length of the key. Since 128 is longer than 40 or 56, it is more secure. According to Netscape, 128 bit encryption is trillions of times stronger than a 40-bit encryption.
We also ensure that only individuals who provide an authentic Personal Access Code can access your account information. To help you protect your information your online banking session will end automatically if there has been no activity for 15 minutes.  Access to our databases is strictly managed and systems are in place to help ensure security is not breached, including the physical security of our computer hardware and communications. 
Some other tips to reduce internet fraud include:
· Never leave your computer unattended while using our online banking services. 
· Always exit our Internet banking site using the logout button and close your browser if you step away from your computer. Your browser may retain information you entered in the login screen and elsewhere until you exit the browser. 
· Prevent the browser from caching (storing) the pages that you view by taking advantage of the Enhanced Security feature. In order to take advantage of this feature, you must use the logout button when you exit our Internet banking site. Please note that the Enhanced Security Feature does not prevent the caching of .pdf files. Therefore, it is strongly recommended that you manually delete cached files (as further described below) from your computer after each use of our Internet banking site. 
· Secure or erase files stored on your computer by your browser so others cannot read them. Most browsers store information in non-protected (unencrypted) files in the browser's cache to improve performance. These files remain there until erased. They can be erased using standard computer utilities or by using your browser feature to "empty" the cache. 
· Disable automatic password-save features in the browsers and software you use to access the Internet. 
· Do not use Memorize Account feature on publicly available computers. Our Internet banking site provides you the option of having your log-in ID automatically filled in. You should not select this option on publicly available computers. 
· Install and use a quality anti-virus program. As new viruses are created each and every day, be sure to update your anti-virus program often. It is recommended you update anti-virus definitions weekly. Scan all download files, programs, disks and attachments and only accept files and programs from a trusted source. 
· Install and use a personal firewall on your computer to ensure others cannot access your computer through the Internet. 
· Install new security patches as soon as your operating system and Internet browser manufacturers make them available. 
· Install anti-spyware program and check your computer regularly. 
Radius Credit Union is also working with our service provider to further enhance the security features to access MemberDirect©. We expect that these changes will occur in the near future. The systems we have in place are considered safe and secure however, by not following the above tips and applying to the computer that you are accessing the internet, it is possible to share your information unknowingly. Please ensure that you follow the suggestions to reduce and prevent access to your information via the internet.
If you are unclear of your home computer safeguards against Internet Banking Fraud and would like to ensure that your security features are current and sufficient, please consult with your Internet Service Provider and/or a computer supply business to provide accurate information about your home computer and available software products. 

Should you have additional concerns about Internet Banking Fraud and wish to discuss further, please contact your local branch and our staff will be happy to address your questions or concerns.
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